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In 2003, the National Institute of Health’s (NIH) “Human Genome Project”1 (HGP) announced that it 
had completed its research involving the mapping of the entirety of the human genome. It revealed 
that there are over 20,000 2 3 individual genes in the human body, providing scientists and others 
with detailed information about the structure, organization and function of the human genome, 
along with a basic set of genetic patterns for the development and function of a human being.4 It 
also allowed researchers to explore the association between genetic information and the 
development of human disorders,5 by providing researchers with a range of tools. 

These tools have since been used to explore the genomes of other organisms, comparing and 
contrasting their genetic information, finding analogues of their genetic makeup in human beings,6 
and enabling researchers to change an organism's DNA.7 The project, considered to be biology’s 
equivalent of the “moon shot,”8 has since produced substantial economic and scientific benefits. As 
of early 2011, an initial investment of $3.8B has returned $796B in economic impact and has created 
310,000 new jobs.9  It is advancing medicine by targeting the genomic causes of a wide range of 
diseases such as cancer, cardiovascular and neuromuscular disorders, and identifying genetic 
mutations linked to undiagnosed diseases for which therapeutic applications are being developed.10 

The outcomes of the HGP along with the emergence of CRISPR/Cas9 as a primary genome editing 
tool, has raised ethical concerns over the potential end uses of these tools.11 As such, researchers 
have begun to identify ethical boundaries and limitations to ensure that the benefits of genomic 
editing outweigh the potential risks.12 

At the end of November 2018, a researcher in China claimed that he has successfully used the 
CRISPR/Cas-9 gene editing technology to produce twin girls13 whose genetic materials were edited 
to greatly improve the girls’ resistance to HIV.  This claim has not yet been corroborated,14 but it has 
generated significant controversy.15  Scientists have come down of both sides regarding whether 
this pushes boundaries of ethics too far.16 Chinese authorities are also investigating the researcher 
for violation of Chinese law.17 

 

The process involved in making changes to an organism’s DNA is called genome editing.18 This 
process has helped researchers develop and use a group of technologies to change an organism's 
DNA by adding, removing or altering genetic material at particular locations in the genome. The NIH 
maintains a database of various informatics technologies that have been developed in the years 
since the 2003 announcement and these were instrumental in the development of gene editing 
tools.19 Several avenues of research have been pursued using these tools resulting in an improved 
understanding of an organism’s genome. 

Executive Summary 

What is Gene Editing? 
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Amongst these tools and their subsequent use, the best received has been the CRISPR/Cas-9 
platform.20 21 22 Announced in late 2015, CRISPR/Cas-9 (Clustered Regularly Interspaced Short 
Palindromic Repeats, or more commonly, CRISPR), relies on the use of sections of DNA from viruses 
that have attacked prokaryotes.23 Prokaryotes are single celled structures such as bacteria, which 
are present in humans and other organisms. These viruses contain the DNA of the specific person 
they are in, and are known to trigger a defense mechanism in prokaryotes to detect and destroy 
DNA from similar viruses. The platform also takes advantage of this defense mechanism, using a 
specific gene editing capability of a group of proteins called Cas9.24  

Cas9 is a bacterial enzyme produced by viruses for the purpose of cutting and replacing normal DNA 
with a mutation. By replacing the virus’ mutation with an analogue viral DNA, researchers can alter 
the expression of the gene (what the gene does) and study the effects on the organism, and use this 
effect to potentially modify the human genome towards the prevention and rapid diagnosis of 
genetic disorders.25 26 

Since its introduction, the early use of CRISPR was to understand how genomes work.27 Several 
companies have since developed uses for the CRISPR platform, which have promising applications in 
the prevention and cure of genetic disorders.28 29 

 

During this time, there has also been skepticism expressed about the CRISPR platform citing issues 
such as: 

• safety concerns 

• limitations of the platform  

• the effectiveness of current gene modification therapies30 
 

The technology has also been scrutinized on medical, ethical, social, religious and legal grounds as 
well as the potential for malicious use.31 In a 2017 study, patients treated with gene replacement 
therapy were identified as having “off target” genetic mutations such as additions and deletions, 
which may have potentially unknown and unexplored consequences. There is concern that gene 
editing may cause unrelated or unexpected genetic disorders.32 

Such mutations are believed to increase risk of cell death or transformations, and further 
improvements are being recommended, particularly where gene editing is to be used for 
therapeutic purposes.33 Earlier this year, a study suggested that organisms, including humans, might 
have immunity to the bacterial agents used in the CRISPR technology.34 More recently, studies have 
suggested that a form of genetic immune response to the technology might cause an increase in 
tumors35 because the editing process can alter the action of a gene known to play a role in tumor 
prevention. The release of this study promptly led to a sell-off in companies that are further 
developing this technology.36 

The safety of CRISPR continues to be debated37 with some expressing that concerns over CRISPR’s 
safety are exaggerated.38 There are also ethical concerns over the use of gene editing in non-
therapeutic applications.39 For example, the ability to preselect favorable physical, behavioral and 
aesthetic qualities in a human presents both ethical and social challenges. For example, individuals 
who have undergone such gene therapy may eventually receive preferential treatment given their 
superior genetic traits.40  

Concerns with CRISPR 
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Additionally, legal considerations have been raised over the possibility that human/animal 
chimeras41 might be used for the purpose of growing and harvesting human organs; this is 
generating debate as to the legal and ethical rights of such organisms.42 

 

Meanwhile, researchers have begun to develop additional gene editing technologies. These are 
complementary to CRISPR, such as TALEN,43 and also take advantage of advancements in alternative 
gene editing technologies that existed prior to CRISPR, such as gene targeting in yeast cells and in 
mouse embryos.44 45 

Others have identified additional bacteria that modify gene sequences in a manner similar to that of 
Cas9.46 Organizations have already begun exploring these bacteria in the potential treatment of 
disorders beyond that of Cas9. Researchers have identified two new groups of proteins, CasX and 
CasY, which might be effective in the treatment of disorders such as herpes and hepatitis B.47 More 
recently, researchers used a similar group of proteins called adeno-associated virus serotype 9 
(AAV9) to demonstrate a positive therapeutic effect in dogs with Duchenne muscular dystrophy 
(DMD), potentially leading to similar treatment of DMD in humans.48 

There are even discussions about how artificial intelligence (AI) might be used to help solve some of 
the problems and unknowns that have arisen with the emergence of CRISPR/Cas9. For example, 
using machine learning to better understand the relationship between genes targeted for editing 
and the unintended consequences such editing might produce.49 

 

When the term CRISPR/Cas9 was first published in 200250 it was poised to have a transformative 
effect on gene editing in many areas of biological research. It has been widely embraced and its use 
has spread quickly due to the advantages it offers—it is easy to use, offers quick results and it 
efficiently edits DNA sequences. As the technology has developed, a number of concerns were 
expressed which questioned the safety, ethics and efficacy of gene editing. While these difficulties 
were being worked out, researchers have explored and expanded the effectiveness and the use of 
previously existing gene editing tools. They have begun to demonstrate uses for CRISPR that go well 
beyond its use in performing gene editing.51 It remains one of researchers’ most useful tools in the 
field of genomics, and it has the potential to be a multifunctional instrument that can work in any of 
a number of potential applications associated with the science of gene editing.52 With the range of 
preventive and therapeutic possibilities emerging, CRISPR technology remains a powerful toolset for 
addressing genetically-based illness and disabilities. 

 

To learn more about how OneBeacon Technology Insurance can help you manage online and other 
technology risks, please contact Dan Bauman, VP of Risk Control for OneBeacon Technology 
Insurance at dbauman@onebeacontech.com or 262.966.2739. 
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