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INSURANCE

With a wide range of scams on the rise from internet and email, to phone calls and direct mailers, businesses and individuals face increasing
risks. Are your clients prepared?

| Check out these tips:

& Utilize a call back method: When a request to change banking @ Consider engaging a third party to assess your company’s
information is received, verify it with a direct call to a predetermined vulnerabilities and conduct penetration testing.
number. When establishing a business partner such as a vendor
or client, make sure to document their contact information before I Whattodo if you're avictim?
entering into transactions with them. Use these predetermined
numbers to verify changes in banking information. @ Immediately contact the originating bank. Depending on the
@ Enable MFA for cloud email: MFA or multi factor authentication timing you may be able to recall the wire transfer. Confirm the
provides a layer of security beyond a username and a password. request to recall the wire transfer in writing.
Using MFA helps keep email transactions secure. & Preserve all records of the incident, including emails sent
& Segregate wire transfer tasks: Implement a policy that requires and received.
several people to review and approve wire transfer requests or
change bank account information. Have the request entered by one & File acomplaint with the FBI at www.ic3.gov. This will trigger
individual and verified by others. Consider adding dollar authority the FBI’s assistance in recovery efforts and tracking down the
limits for different layers of review. perpetrator(s).
& Conduct periodic phishing training and tests: Education about @ Contact your commercial crime and/or cyber insurance carrier.
Social Engineering schemes is one of the best prevention methods. Remember coverage for Social Engineering incidents may be

Think of your employees as your human firewall. Every employee
can play a crucial role in safeguarding the organization from
these attacks.

covered under either a cyber or a Crime policy.

Our Financial and Professional Lines team specializes
in providing tailored coverage solutions to protect
businesses against these challenges.

& Don’topen emails and attachments from suspicious sources.
Email security solutions are available to identify and block malicious
attachments and phishing emails. You can also add a banner to most
email systems to identify internal and external email sources.

Reach out to your local underwriter to learn more.
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